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Guideline: Off-Site Storage of Records

Section 14 of the Personal Health Information Protection Act, 2004 permits practitioners to store records at a
client’s home (e.g., for homecare, a long-term care facility, seniors’ residence) or a third-party storage site if the
client consents. Reasonable safeguards must be taken and any College guidelines must be complied with. The
following guidelines are intended to assist registrants who are considering using off-site storage techniquesin a
manner consistent with their professional and privacy obligations.

Further information on registrants’ privacy obligations, including what constitutes “personal health
information”, and the requirements of the Personal Health Information Protection Act, 2004 can be found at
the College’s website and at the website of the Information and Privacy Commissioner of Ontario
(www.ipc.on.ca).

College publications contain practice parameters and standards which should be considered by all registrants
in the care of their clients and in the practice of the profession. College publications are developed in
consultation with professional practice leaders and describe current professional expectations. It is important
to note that these College publications may be used by the College or other bodies in determining whether
appropriate standards of practice and professional responsibilities have been maintained.

In some circumstances it makes sense to store client records where the client lives. The records are then
immediately available on any visit. Such records are also available for others on the health care team visiting the
client at his or her residence. A residence could include an institutional residence such as a long-term care
facility. The registrant will always want to keep some record at his or her place of practice in addition to what is
kept at the client’s residence.

In order to preserve client autonomy, confidentiality and privacy, the following professional expectations should
be achieved:

(a) theclient, or the client’s substitute, consents as required by the Personal Health Information
Protection Act, 2004,

(b) theclient, or client’s substitute, understands and appreciates the reasonably foreseeable
consequences of maintaining the record at the client’s residence and has identified a reasonable plan
for safeguarding the record;

(c) theclient, or the client’s substitute, agrees that the registrant will have ongoing access to the record or,
in the alternative, the registrant will keep an up-to-date copy of the complete record with the
registrant’s other records;
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(d) theclient, or the client’s substitute, agrees to at least one of the following:
i. toretainthe record for the period required by the College

ii. toreturnthe record to the registrant when it no longer is appropriate to store it at the client’s
residence, or

iii. thatthe registrant will keep an up-to-date copy of the complete record with the registrant’s
other records;

(e) areasonable clinical purpose (e.g., facilitating treatment, sharing records with others on the health care
team) is served by keeping the record there;

(f) either the record kept at the client’s residence or the record kept with the registrant’s other records, or
both, is a complete and up-to-date copy of the record and both records indicate which is the complete,
up-to-date copy of the record; and

(g) unless the registrant keeps an up-to-date copy of the complete record with the registrant’s other
records, the registrant will keep a copy of the following information with the registrant’s other records:

i. the name and contact information for the client,
ii. thelocation of the record,

iii. the essential, up-to-date, clinical information about the client including significant assessment
results, a summary of the current treatment plan and the major milestones in the
implementation of the treatment plan, and

iv. documentation of compliance with clauses (a) to (f).

Often aregistrant’s place of practice is not equipped to store all client records, particularly closed files and
other historical records. However, these records need to be retained for subsequent treatment issues,
accountability purposes and in case the client requests access to them. The College has established minimum
retention periods for client records that practitioners will want to observe.

In order to preserve client autonomy, confidentiality and privacy, the following professional expectations should
be achieved:

(a) theclient, or the client’s substitute, consents as required by the Personal Health Information Protection
Act, 2004 (consent can be achieved when a client signifies understanding and consent to the firm’s
privacy policy if the issue is addressed there);

(b) the storage facility has a privacy policy consistent with the Personal Health Information Protection Act,
2004 and the College’s record keeping provisions;

(c) itwould be prudent for the registrant to obtain from the storage facility a written privacy assurance that
it will safeguard the record and will only use or disclose it at the express direction of the registrant;

(d) theregistrant describes the fact that he or she uses a storage facility in his or her privacy policy;

(e) the storage facility is not a private residence;
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(f) ifthe facility is to destroy the record at a later time, that the registrant contracts with the storage facility
to retain the record for the period of time specified by the College before it will destroy the record in a
secure manner;

(g) theregistrant keeps the account with the storage facility current at all times so that the records are not
discarded or destroyed prematurely; and

(h) theregistrant keeps, with his or her other records, a notation identifying the client, the nature of the
record kept at the storage facility, the location of the file in the storage facility (e.g,, file box number),
documentation of compliance with clauses (a) to (g) and the contact information for the storage facility.

If the registrant is an agent of a health information custodian as defined in the Personal Health Information
Protection Act, 2004, the registrant may comply with the custodian’s privacy policies on storing records at a
client’s residence or a storage facility rather than this guideline so long as the policies are substantially similar to
these regulations. If the custodian does not take a substantially similar approach (or has no policy in place) the
registrant will advocate with the custodian to do so.

If advocacy attempts fail and fundamental professional, confidentiality and privacy obligations are not being
met, the registrant should take further action such as involving the office of the Information and Privacy
Commissioner of Ontario or becoming his or her own custodian in respect of his or her own clinical records.

Approved by the CDHO Council, October 19, 2007





<<

  /ASCII85EncodePages false

  /AllowPSXObjects false

  /AllowTransparency false

  /AlwaysEmbed [

    true

  ]

  /AntiAliasColorImages false

  /AntiAliasGrayImages false

  /AntiAliasMonoImages false

  /AutoFilterColorImages true

  /AutoFilterGrayImages true

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CheckCompliance [

    /None

  ]

  /ColorACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorConversionStrategy /CMYK

  /ColorImageAutoFilterStrategy /JPEG

  /ColorImageDepth -1

  /ColorImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /ColorImageDownsampleThreshold 1.50000

  /ColorImageDownsampleType /Bicubic

  /ColorImageFilter /DCTEncode

  /ColorImageMinDownsampleDepth 1

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /ColorImageResolution 300

  /ColorSettingsFile ()

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /CreateJDFFile false

  /CreateJobTicket false

  /CropColorImages false

  /CropGrayImages false

  /CropMonoImages false

  /DSCReportingLevel 0

  /DefaultRenderingIntent /Default

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>



    /DAN <>

    /DEU <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

  >>

  /DetectBlends true

  /DetectCurves 0

  /DoThumbnails false

  /DownsampleColorImages true

  /DownsampleGrayImages true

  /DownsampleMonoImages true

  /EmbedAllFonts true

  /EmbedJobOptions true

  /EmbedOpenType false

  /EmitDSCWarnings false

  /EncodeColorImages true

  /EncodeGrayImages true

  /EncodeMonoImages true

  /EndPage -1

  /GrayACSImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageAutoFilterStrategy /JPEG

  /GrayImageDepth -1

  /GrayImageDict <<

    /HSamples [

      1

      1

      1

      1

    ]

    /QFactor 0.15000

    /VSamples [

      1

      1

      1

      1

    ]

  >>

  /GrayImageDownsampleThreshold 1.50000

  /GrayImageDownsampleType /Bicubic

  /GrayImageFilter /DCTEncode

  /GrayImageMinDownsampleDepth 2

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /GrayImageResolution 300

  /ImageMemory 1048576

  /JPEG2000ColorACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000ColorImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayACSImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /JPEG2000GrayImageDict <<

    /Quality 30

    /TileHeight 256

    /TileWidth 256

  >>

  /LockDistillerParams false

  /MaxSubsetPct 100

  /MonoImageDepth -1

  /MonoImageDict <<

    /K -1

  >>

  /MonoImageDownsampleThreshold 1.50000

  /MonoImageDownsampleType /Bicubic

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /MonoImageResolution 1200

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /NeverEmbed [

    true

  ]

  /OPM 1

  /Optimize true

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks true

      /AddColorBars true

      /AddCropMarks true

      /AddPageInfo true

      /AddRegMarks true

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MarksOffset 6

      /MarksWeight 0.25000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed true

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXBleedBoxToTrimBoxOffset [

    0

    0

    0

    0

  ]

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXOutputCondition ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputIntentProfile ()

  /PDFXRegistryName ()

  /PDFXSetBleedBoxToMediaBox true

  /PDFXTrapped /False

  /PDFXTrimBoxToMediaBoxOffset [

    0

    0

    0

    0

  ]

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /ParseICCProfilesInComments true

  /PassThroughJPEGImages true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /sRGBProfile (sRGB IEC61966-2.1)

>> setdistillerparams

<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


